
Republic of the Philippines

@tfire of tbe Solititor Gensrrl
134 Amorsolo St. l-egaspi Village, Makati Citv

Technical Working Group fbr
Information and Communications Technology

TERMS OF REFERENCE

Supply, Delivery, Installation, and Configuration of:

r OSG Data Center with Wide Area Network Solution & Next Generation
Firewall for multi-branch setup

and

OSG Relocated Division's Data and Network Infrastructure

RATIONALE

The OSG Data Center Proiect aims to improve the organization's [T
infrastructure's efficiency, security, and reliability. The organization can achieve a

highly optimized and automated data center environment bv implementing a

hyper-converged solution using VSAN, WAN solution with a next-generation
firewall deployment housed in a smart cabinet.

The hyper-converged solution using VSAN combines computing storage,
and networking resources into a single platform, eliminating the need for separate
infrastructure components and reducing complexity and costs. The smart cabinet
provides a self-contained and highly efficient infrastructure for hosting [T
equipment, enabling the organization to reduce energv consumption, minimize
space requirements, and simplify management.

The WAN solution with next-generation firewall deployment enhances
network security by providing advanced threat protection. intrusion prevention,
and secure remote access. The SD-WAN linking the main and branch office and co-
location facility improves connectivity and enables the organization to streamline
network management and reduce costs.

The OSG is also establishing a connection between a second location
(Convergys One Building located at 6796 Ayala Avenue. corner Salcedo Street,
Legaspi Village, Makati City) and its present local area netrvork to increase its data
and network capacity. The project will be the focal point for all data management,
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processin& and archiving. The provision of access to computing and storage
resources will support various OSG ICT application systems and services.

OBIECTIVES

The OSG Data Center Project aims to create a highly available, secure, and
scalable data center environment that can support the organization's mission-
critical applications and services. The organization can improve operational
efficiency, reduce costs, and enhance the overall user experience by leveraging
advanced technologies and solutions. Additionally, the project aims to comply with
industry standards and best practices for data center design and operations to
ensure a highly resilient and reliable IT infrastructure.

The Relocated Division's Data and Network Infrastructure Project aims to
provide the OSG with a modern, scalable, and secure data center infrastructure that
will support its growing needs for data storage and processing. It also aims to
implement and maintain a secure and efficient information technology
infrastructure for the offsite office. The plan includes a data cabinet with a backup
power supply, wireless infrastructure for all relocating legal divisions and units, a

rackmount server, and storage to link the primary and off-site office spaces.

TERMS

1. Scope. - Supply, delivery, installation, and configuration of: (a) OSG
Data Center with wide area network solution & next generation firewall for multi-
branch setup, and (2) OSC Relocation Data and Network Infrastructure.

2. ABC. - The Approved Budget for the Contract (ABC) is Seventeen
Million Four Hundred and Sixty Thousand Pesos (712460,000.00), inclusive of all
government taxes, charges and other standard fees.

Hyper-converged Infrastructure with Single Integrated Rack Solution

- Single Integrated Rack Solution l unit

ITEM QTY



- Hyper<onverged Infrastructure (Server, Storage, Network
Switches)

- Network Attached Storage (for Backup and Replication)

WAN Solution with NGFW

Wide Area Network Solution with Next Generation Firewall for
multi-branch setup

Relocation Data and Network Infrastructure

42RU Data Cabinet and 2KVA
reversible doors
Rackmount Server with dual CPU
LAN and Wireless Connectivity
Network Attached Storage
Next Generation Firewall

Ut5 with quick-release and
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1 lot

l unit

l lot

1 lot

3. Payment. - The OSG shall pay the Supplier in accordance with the
following schemes/ schedules:

Particu lars Remarky'Conditions
First Release a) 15% Mobilization Payment The .lmount represents the

mobilization funcl. The Supplier
shall submit a lvritten request
within five days upon receipt of
the signed and notarized
Contract.

Second
Release

b) 65% of the Total Contract Price, net
of Mobilization Payment

Within fifteen days from
delivery of Hvper-converged
lnlrastructure with Single
Integrated Rack Solution and
WAN Solution with NGFW.

Third
Release

c) 30% of the Total Contract Price Within fifteen days from
complt-tion of the scope of work,
knowledge transfer for end-
users (based on certification
from the Case Management
Service), and issuance of the
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Inspection and Acceptance
Report by the OSC.

Fourth
Release

d) Retention Fee equivalent to 5% of the
Total Contract Price.
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ln order to assure that
manufacturing defects shall be
corrected by the Supplier, a

warranty security shall be
required from the Supplier for
one year from the issuance of the
Inspection and Acceptance
Report by the OSG.

4. Deliuery. The Supplier has thirty (30) calendar days (inclusive of
Saturdays, Sundays, and holidays) from the date of receiving the Notice to Proceed
(NTP) to deliver and install all equipment to the designated location and complete
the scope of work. The Supplier shall follow the health and safety protocols
imposed by the OSG and/or the concerned Building Administrator.

5. Training. The Supplier must provide the necessary comprehensive
training/knowledge transfer program for the end users (lT) and other users (TWG
for ICT, BAC, and BAC Secretariat) within ten days from completion of the
installation and/or configuration of the equipment. The training shall be conducted
by personnel certified by the provider of the solution being offered.

6. Qualifications of the Supplier

The Supplier shall have an SLCC that is at least one contract
similar to the Project the value of which, adjusted to current
prices using the flSA's Consumer Price Index, must be
equivalent to at least fifty percent of the ABC, completed within
five years prior to the deadline for the submission and receipt of
bids.

For this purpose, similar contract shall refer to
procurement confract of ICT equipment with hyper-
converged infrastructure, wireless LAN infrastructure
solutions for enterprises, and/or other similar
contracts.

.l
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The Supplier must present a Client Satisfaction Rating for at
least five contracts with government agencies and/ or private
corporations with whom the Supplier has previous or ongoing
contract/s similar to this proiect.

The Supplier shall submit a valid and current Certificate of
Distributorship,/Dealership/ Resellership of the product being
offered, issued by the principal or manufacturer of the product
(if the Supplier is not the manufacturer). If not issued bv the
manufacturer, they must also submit a certification/document
linking the Supplier to the manufacturer.

The Supplier shall have at least three personnel (with relevant
certification) to support the solution being offered.

The Supplier must have a main or satellite office within 150
kilometer radium from the OSG Building or Convergys One
Building.

The Supplier shall submit documents relevant to the project,
such as but not limited to the following:

b

c

cl

e

f

Valid DTI or SEC Registration;
Valid and Current Business Permit;
Tax Clearance Certificate as finally reviewed and
approved by BIR;

Statement of contracts completed which are similar in
nature to the contract to be bid; and
Net Financial Contracting Capacity (NFCC)
Computation.

7. Applicable provisions of the Government Procurement Reform Act
(RA No.9184) and its Revised Implementing Rules and Regulations (RIRR) shall
form part of the Terms of Reference (TOR).
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Technical Specif ications:

Fullv enclosed operation and internal cooling circulation
system, to ensure cleanliness of cabinets and with

the life of IT

Item Specifications Compliance

: Single Integrated Rack Solution

The all-in-one data cent€r solution shall include rack,
containment design with cold/hot aisle, IT cooling unit,
centralized monitoring & management svstem, UI5, power
distribution unit and emergency ventilation svstem

G EN ERAL

All-in-one single rack solution, equips with power
protection, power management & distribution, IT
cooling and monitoring system

Cabinet dimension (Width x Depth x Height) 600mm x

1200mm x 2150mm

Integrated with cold aisle and hot aisle containment
design with tempered glass door.

Front and rear door shall equip intelligent door lock.
Support local door access via proximitr. card and key
and remote door authorization via lP-based web
interface.

Rack shall have in-built tri-color intelligent Iighting
Enable health indication of infrastructure.

Shall offer at least 24RU IT usable space

Shall support at least 3kW IT load

Incoming power requirement of 50A/1P and voltage
(Vac), 198Vac - 254Vac.

STANDARD FEATURES

Single rack with integration of power protection,
thermal management, and monitoring & management
under centralized platform, provides stable operating
condition for IT device.

HYPER-CONVERGED INFRASTRUCTURE WITH SINGLE INTEGRATED RACK SOLUTION

tem erature control, rol ('!lLl LIrlli lrt
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The compact and low noise design shall suit for office
area application.

The system shall support high availability in term of
cold air supply. UPS to backup cooling unit in the event
of power outage.

The system shall equip with intelligent control functions
such as integrated t'nvironment monitoring, device
monitoring and alarm notification. provide centralized
monitoring platform for computer room management.

9" LCD touchscreen panel provides intermediate status
of rack in term of U[5 status, thermal profile, security
management and alarm notification.

The system shall have front & rear door electronic door
access control.

This electronic door access shall grant authorized user
access to equipment via card authentication.

This electronic door access shall grant access for
scheduled times & selected door access (Front or rear)
for each ID card configured.

This electronic door lock shall support remote door
access authorization via IP based web hosting.

RACK

Rack can house 19" rack mount hardware equipment
which complies with the industry-standard (EIA-310-D).
The whole cabinet system shall be fullv enclosed during
operation, to keep the system clean and dust free.

POWER MANAGEMENT UNIT (PMU)

The power management unit shall manage poy/er
distribution and surge protection to the entire rack
system.

PMU shall act as centralized power management to
supply and distribute power to devices, with Level C
SPD protection. The power distribution of the whole
unit shall meet the requirements of Level C Iightning
protection test.

It shall pass the lightning protection test of L-PE and N-
PE 15kA and meets the YD/T944 standard.
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The PMU and all electrical wiring components within
the integrated rack system shall be preinstalled from the
factory.

RACK POWER DISTRIBUTION UNIT (TPDU) OU TYPE

The system shall have dual intelligent power distribution
units (PDU) setup.

2 x [ntelligent switched PDU 16 ways 12 x C13 + 4 x C19;

16 A max allowed

The intelligent PDU shall support:

Branch level current metering

Sequential start-up setting for individual receptacles

PDU shall have secure remote administration interface via the in-the-rack
monitoring module. Easy and accessible integral webbased managing tool.

Logging of all authentications, and conliguration
changes.

Real-time electrical parameters such as information
display of voltage, ampt kW, power factor and kW-hr.

E-mail and SMS notification to multiple users in case of
events.

Power switch control of individual receptacles

Sequential start-up setting for individual receptacles

UPS SYSTEM

The system shall have rack mount UIS with capacity of
6kVA/6kW supporting IT load & IT cooling. UI5 shall
utilizc double conversion online topology designed to
protect electronic equipment by supplving reliable,
rretrvork-grade power featurinB extremely tight voltage and
frequcncy regulation.

UI,S shall design as per following standards

UPS Input:
Voltage: Input/output voltage specifications of the U15
shall be

.:. Rectifier AC Input: 220/ n0/240V AC, single-phase,

| . Remote on/off control of individual receptacles.
I
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two-wire-plus-ground

.!. Bl,pass AC lnput: 220/ 230 /znV AC, single-phase,
two-wire-plus-ground

+ AC Output: 220/230/240V AC, single-phase, two-
wire-plus-ground

. Frequency Range: 40 - 70Hz

UllS inrush current not to exceed 1.5 times rated input
current

Current distortion less than 57o THD at full load input
current in double-conversion mode

. The Ut5 shall have built-in protection against surges,

sags and over current from the AC source. The
protection must sustain input surges of 4kV (Line to
ground) without damage as per criteria listed in EN
61000-{-5: 1995

UPS Output:
. 100% of load rating for any load from 0.5 lagging to

unity load power factor

Voltage Tolerance:

.1. il% RMS average for a balanced, three-phase load

* l27o for 7007o unbalanced three-phase load

.i. + / - 3% for parallel UI5

Voltage Distortion:

* <2% for 0-100% linear loads

* <4o/. for 0-100% Non-linear loads
efficiency up to 95.5%

System

Phase lmbalance:

.! Ealanced loads 120't1'

+ 100% unbalanced Ioads 120o 11o

Frequency Regulation: Synchronized to bypass: t3.0Hz
default setting

Voltagc' -lransients (average of all three phases) meets
IEC 62040-3: 2010 Figure 2 Curve'1, Class 1 & ITIC and
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CBEMA Curve Requirements.

Overload Capacit-v

+ 105% - 125% of full load for 5minutes

* 125% - 150% of full load for lminute

.! >150% of full load for a minimum of 200
milliseconds

Load crest factor without derating 3:l

Dynamic response recoverv time of 60ms

UPS Characteristics

U[5 form factor, ZRU.

Battery system in-rack: sealed, non-spillage,
maintenance-f ree lead-acid batterv

Standard 1 unit oI rack mount battery, for 7 minutes
runtime at 3kW load

. General safety requirements: EN62040-1/ IEC62040-1

UPS must Comply to standards:

EMC requirements: EN620.10-2l I EC62040-2 (Class C2)

Method of specifying the performance and test
requirements: 8N620,10-3/1EC620,10-3(VFI SS 111)

Safety of information technology equipment, including
electrical business equipment: EN60950

Moisture, dust, and high-alritude test: cB/T 2423.2'.1-

2008

Energy star certified: 70"11/65/EU uninterruptible
power supplies version 1.0 program

The compressor shall come with an cnvironment-
friendlv refrigerant (R410A), and inverter type
arrangement with variable capacity operation of 307o to
100%,

This cooling unit shall have an integrated condenst'r,

T



compressor, and evaporator within the cooling housin&
eliminate the need to have outdoor mechanical
installation.

Total airflow shall have at least 750 CMH

Ut5 shall back up the cooling unit during power outage
To ensure continuous cold air supplv.

FAN MODULE (EMERGENCY VENTILATION)

The system shall have emergency ventilation to prevent
high-temperature partial buildup inside the cabinet in the
event of cooling system failure. Fan module shall start up
automatically when overheating happens within the
cabinet, to prevent the devices from operating in at high
temperatures. When the system is normalized, the
emergency ventilation shall switch off to ensure an airtight
environment in the system and high efficiency cooling of the
air conditioner.

MONITORINC

All components shall pre-integrated and pre-configured
from the factory.

The centralized monitoring appliance shall pre-
integrated in system

The system shall equip environmental
(temperature sensor & water leak sensor)

s('nsors

The monitoring appliance support USB port for w.ireless
modem connection, for SMS capabilitv and digital input
sensor for DI input monitoring appliance.

The system shall equip with intelligent 'Iri-color LED
lighting. To indicate health status of cabinet.
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The system shall have front & rear door electronic door
access control.

. This system shall enable eco mode function. Allow
drawing ambient air into the rack intelligently to
maintain other maximum operating condition of IT
devices. [t shall perform automatic changeover to air
conditioning mode when the ambient condition exceeds
threshold setting.



The monitoring system shall monitor the state of
intelligent devices, record alarm events, and notifv the
user of the intelligent device alarms through email or
SMS mode. It shall enable operating parameters setting
and view device states through the embedded Web
HMI, moreover, it shall send the states of the monitored
intelligent devices to the network management software
(NMS) through SNMP protocol mode,

Monitoring Standard Package includes features as follows:

Alarm Management

Data LoB History

Device Management

Integration-ready for monitoring of third-part), fire-
suppression activation

OPERATION CONDITIONS

The operation environment requirements are

Installation position The installation site needs to be level;

The height of using space should not be less than 24@mm
(lf the Airduct is included, the height of using space should
not be less than 2700mm)

Installation field
In the computer room and office area, the front door is more
than 1.2m away from the wall or obstacles and the rear door
is more than 1.0m away from the wall or obstacles.

Ambient
temperafure

Indoor: 0'C - 40oC

Ambient humiditv 80% RH

Altitude

For the UIs, the altitude is required to be: < 3000m, derating
is required when the altitude is above 3000m with reference
to GB/T3859.2; For the air conditioner, derating is required
when the altitude is above 1000m

Rated
Voltage

Operation
Single phase, L+N+PE, 220Vacl ?i}Y ac /?40Y ac;50 / fiHz

Storage
cnvironment

Ambient humidity

Supply, Delioery, Installation, and Configuration of
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<9s%, (40'c) RH <9s%, (40'c) RH

Warranty With at least one year warranty on parts and labor, on-site,
and includes 1 PM visit for 1 year.

Implementation Must include Installation and Start-Up Services

The Supplier must be the Reseller of the brand being offered
(must provide Manufacturer or Resellcr Certificate).

Support Service
Requirement

The Supplier must provide the following

- Unlimited corrective maintenance/ repair services within
the warranty period

* Eight hours by five days, Monday to Friday technical
support and must meet the following response and
resolution time:

> Within one (1) hour for phone or email support

> Within two (2) hours response time for onsite support

> Root cause analysis for all support cases filed

* Submission of Service Report within 5 calendar days after
rendering service

The Supplier must provide full documentation for Activity
PIan on the installation of patches and upgrades and Root
Cause Analysis for incidents encountered.

The Supplier must provide onsite support for the
installation and deployment of software patches and version
upgrades.

The Supplier must provide access to the Vendor portal for
download of the latest product contents, patches,
updates/upgrades including extensive online-self-help
resources and knowledge base. Advisory to patches and
fixes shall also be provided

The Supplier must provide a procedure for support and
problem escalation.

The Supplier must conduct system health checks every
quarter with the following scope:

. Svstem/ Application patches, fixes, security patches,
and alerts

. System/ Application profile

Supply, Deliaery, lnstallation, and Configuration of:
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. Resource utilization

. Log analysis

. Formal reports on the output of conducted health
checks within 5 days

Other Warranty and
AIter Sales
Requirements

' Immediate replacement of the equipment and/or its parts.

'The Supplier shall replace a factory defective unit with a

new unit within 30 days upon delivery of the item.

The Supplier must provide a certificate for the above
services as part of the technical requirements.

Supply, delivery and installation of Three (3) nodes pre-validated hyper-
converged infrastructure (HCI) system.

IICI Nodes

Ieatures

Form Factor Must be 2U Rack Server per node

Processor
Must have 1x Intel Xeon Gold 5320 20C 150W 2.3GHz
Processor per node

Storage
Must have 2 x 1.6T8 Mainstream SAS 12Gb Hot Swap SSD
per node

Must have 10 x 8TB 7.2K SAS 12Gb Hot Swap 512e HDD per
node

Must have 2 x,E0CB SATA 6Gbps Non-Hot Swap SSD per
node

Memory Must have 8 x 32CB TruDDR4 3200 MHz (2Rx8 1.2V)
RDIMM per node

Network Must have 1 x 10Gb 4port Ethemet Adapter per node

Must be l rusted Platform Module 2.0, Chassis intrusion
switch, Power-on password

Secu rilv

Cooling Must have 5 x Performance Fan per node

Power Supply
Must have 2 x 750W (230V/115V) Platinum Hot-Swap
Redundant Power Supplv per node
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Software
Requirement

The proposed solution must be a hyperconverged compute
and storage, scale-out architecture

Must support storage thin provisioning

Must support Per-VM snapshots and replication.

Must support native Block Services via iSCSI.

Must come with management software providing single
pane of glass regardless of solution size.

Must support the latest version of MS Hyper-V or VMware
vSphere

Must have Integrated or native hvpervisor

Must be ready for data-at-rest encryption solution with an
upgrade of HCI license.

Must be ready for data-ln-transit €ncryption solution with
an upgrade of HCI license.

Must be ready for file services supporting SMB and NFS
protocols with an upgrade of HCI license.

Must be ready for Data Persistence platform for modern
stateful services with an upgrade of I ICI license.

Must be ready for RAID-5/6 and Erasure Coding with an
upgrade of HCI license.

Must support QoS and set IO|S Limit

Must support call home remote support

Must include license with Three (3) Years support

The proposed HCI Software must be among the Leaders of
Gartner Magic Quadrant: Hyperconverged InJrastructure
evaluation, Q3 2020 or Iater.

Warranty
Support

and
Must be thre€ years with a single point of global contact
availahle 24x7 for both hardware and software support and
drive retention

Switch Must include network top of rack switch

Key Features
Must be Stackable L-ayer 3 switches with BGP, EVPN,
VXLAN, VRI, and OSPF with robust securitv and QoS

f---l



For enhanced visibility and troubleshooting, Network
Anall,tics Engine (NAE) automatically monitors and
analyzes events that can impact network health. Advanced
telemetry and automation provide the ability to easily
identify and troubleshoot network, system, application and
security related issues easily, through the use of python
aSents, CLI-based agents, CLI-based agents, and REST APIs

Empowers IT teams to orchestrate multiple switch
configuration changes for smooth end-to-end service
rollouts through NetEdit that introduces automation that
allows for rapid network-wide changes and ensures policy
conformance post network updates. Intelligent capabilities
include search, edit, validation (including conformance
checking), deployment and audit features.

Flexible cloud-based or on-premises management for
unified wired, WLAN, SD-WAN, and public cloud
inJrastructure network operations. Designed to simplify day
zero through day two operations with streamlined
workflows,

Supports Dynamic S€gmentation that enables seamless
mobilitv, consistent policy enforcement, and automated
configurations for wired and wireless clients across
nelworks of all sizes.

Supports an easy-to-use mobile app simplifies connectin&
stacking and managing switches for unparalleled
tleplovment conveniencc.

Quality of Service
(Qos)

Strict priority (SP) queuing and Deficit Weighted Round
Robin (DWRR)

Traffic prioritization 0EEE 802.1p) for real-time
classification into 8 priority levels that are mapped to 8
queues

'lransmission rates of cgressing frames can be limited on a

per-queue basis using Egress Queue Shaping (EQS)

I-arge buffers for graccful congestion management

Resiliency and
High Availability

High perlormance front plane stacking for up to 10 switches
in a stacl,, via chain or ring topology

Flexibility to mix both modular and fixed switch series
models !yithin a single stack
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Hot-swappable power supplies and fans
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Provides N+1 and N+N redundancy for high reliabilitv in
the event of power line or supply failures

Supports Virtual Router Redundancv Protocol (VRRP) that
allows groups of two routers to dynamically back each other
up to create highly available routed environments.

Support for IEEE 802.3ad LACP to up to 54 link aggregation
groups (LAGs), each with eight links per group with a user-
selectable hashing algorithm.

Ethemet Ring Protection Switching (ERIS) supports rapid
protection and recovery in a ring topology

IEEE 802.1s Multiple Spanning Tree provides high link
availability in VLAN environments where multiple
spanning trees are required; and legacv support for IEEE
802.1d and IEEE 802.1w

Performance Up to 880 Gbps in non-blocking bandwidth and up to 6g
Mpps for forwarding

Supports 10GbE/25GbE uplinks and large TCAM sizes
ideal for mobility and IoT deplovments in large campuses
with several thousand clients

Switch Virtual lnterfaces (dual stack) capacity up to 1,024

MAC table capacity up to 32,768 entries.

VRF capacity up to 256

Connectivity 24x 1Gl10G SFP+ and 4x'lC/10C/25C SFP56 ports

o 1x USB-C Console Port
. lx OOBM port
o lx USB Type A Host port
o 1x Bluetooth dongle to be used with Mobile App

Jumbo frames allow for high-performance backups and
disaster-recovery systems; provides a maximum frame size
of 9198 bytes

Packet storm protection against broadcast and multicast
storms with user-defined thresholds

Supports Unidirectional Link Detection (UDLD) that 
I

monitors link connectivity and shuts down ports at both 
I

ends if unidirectional traffic is detected, prev€nting loops in 
I

STP-based networks. 
I


